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AMENDMENT #2 TO THE AGREEMENT 
Between

WAKE COUNTY PUBLIC SCHOOL SYSTEM 
And 

DUKE UNIVERSITY 
on behalf of its SCHOOL OF MEDICINE and DUKE CLINICAL RESEARCH INSTITUTE 

 
This Amendment #2 to the Agreement between Wake County Public School System and Duke University 
on behalf of its School of Medicine and Duke Clinical Research Institute Amendment #2 , effective on 

Effective Date  amends and is incorporated into that same certain agreement fully 
executed on August 21, 2020, as amended Agreement ), by the aforementioned parties (together, the 
Parties  

 
WHEREAS, the Parties have entered into the Agreement to set forth the terms and conditions for the 
operation of a COVID-19 scientific analysis board; and 
 
WHEREAS, the Parties now mutually desire to further modify the terms of the Agreement. 
 
NOW, THEREFORE, in consideration of the mutual promises and covenants set forth herein, and other 
good and valuable consideration, the receipt and sufficiency of which is hereby acknowledged, the Parties 
agree to the following: 
 

1. Pursuant to Section 3 (Term), the Agreement shall be modified by extending the term for an 
additional one-year period.  The current end date of August 1, 2021, shall be revised to the new 
end date of August 1, 2022. 
 

All terms and conditions of the Agreement not expressly amended by this Amendment #2 remain in full 
force and effect. 
 
In the event of any dispute, conflict or ambiguity as between the terms of this Amendment #2 and the 
Agreement to which it is attached, this Amendment #2 shall control.   
 
All capitalized terms and acronyms terms herein shall have the meanings assigned in the Agreement. 
 
 
IN WITNESS WHEROF, the Parties intending to be legally bound, have caused their proper and duly 
authorized officers to execute and deliver this Amendment #2 as of the day and year last signed below.  
 
 

WAKE COUNTY BOARD OF EDUCATION  DUKE UNIVERSITY                                                                   
                                                                         
 

By:  __________________________________  By: ___________________________________ 

Name: Keith Sutton   Name: Jennifer McCallister, JD 

Title: Board Chair  Title: Assistant Dean, Office of Research Administration 

Date: __________________________________ Date: __________________________________ 
 
 
By:  ___________________________________ 

Name:  Cathy Q. Moore 

Title:  Superintendent 

Date: __________________________________ 
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AGREEMENT FOR DISCLOSURE, TRANSFER, AND SECURITY OF CONFIDENTIAL 
EDUCATIONAL INFORMATION AND DATA 

 

This Agreement for Disclosure and Transfer of Confidential Information and Data DUA Agreement
is effective as of the date Effective Date  the Wake County Board of 

SCHOOL SYSTEM
and educational institution located in Durham, North Carolina, acting for and on behalf of its Duke Clinical 

RECIPIENT
 
 WHEREAS, SCHOOL SYSTEM agrees to share confidential student data for the purpose of  

App
obligation to provide a covid-19 symptom screening for all individuals prior to entering the school building each 
day; and (2) scientific analysis services to SCHOOL SYSTEM regarding the prevalence and tracking of covid-19 
infections to assist  SCHOOL SYSTEM in making informed decisions on SCHOOL SYSTEM operations; and (3) 

Purpose
 
 WHEREAS, RECIPIENT will be provided with, or will have access to this confidential information from 
SCHOOL SYSTEM, which is confidential under Confidential Information
 
 NOW, THEREFORE, the parties hereby agree to the following terms and conditions: 
 
1. Purpose.  The Agreement  sets forth the terms and conditions under which RECIPIENT shall be granted access 

to the Confidential Information in accordance with the Purpose, including any collaborative future research 
outlined below in Section 6, and in in order to ensure that the Confidential Information is used and stored 
appropriately and in compliance with the Fa FERPA
1232g and its implementing regulations at 34 CFR part 99; the Protection of Pupil Rights Amendment 

PPRA
COPPA

Gen. Stat. §§ 115C-401.1 and 115C-402; and SCHOOL SYSTEM
of the Confidential Information, RECIPIENT agrees to comply with the provisions of FERPA, PPRA, COPPA, 
and all other applicable laws and regulations in all respects.   
 

2. Confidential Information.  RECIPIENT acknowledges that any data shared and released to RECIPIENT by 
SCHOOL SYSTEM (Confidential Information) is for the sole Purpose identified above.  Confidential 
Information is defined as any data or information shared with RECIPIENT pursuant to this Agreement, 
including but not limited to any de-identified data, aggregated data sets, attendance data, personally identifiable 
information (PII) about students or employees such as student ID numbers, and other student or employee 
information, including, but not limited to, student or employee data, metadata, and user content.  The parties 
agree that the Confidential Information and all rights to the Confidential Information, including all intellectual 
property rights, shall remain the exclusive property of SCHOOL SYSTEM, and that RECIPIENT has a limited, 
nonexclusive, license solely for the Purpose to fulfill its performance obligations outlined in this Agreement.   
 

3. Use of Confidential Information.  RECIPIENT agrees that it shall treat the student data information it 
receives in strict confidence and shall not disclose any Confidential Information to any other person, firm or 

sent, other than those who have a need to know 
the student data information it receives in order to carry out the Purpose of this Agreement and who are subject 
to substantially similar confidentiality obligations as those contained in this Agreement.  RECIPIENT shall 
not transfer or sell the Confidential Information to others or attempt to identify or re-identify any individual to 
whom the Confidential Information relates.  All activities conducted by RECIPIENT shall at all times be 
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limited to institutional functions of SCHOOL SYSTEM that could otherwise be provided by a school official 
RECIPIENT pursuant to 34 CFR 99.31(a)(1)(B).  

RECIPIENT agrees to use the Confidential Information for no other purpose other than the Purpose indicated 
above.  In no event will RECIPIENT use any of the student data information for its own commercial marketing 
or advertising purposes, or for the commercial marketing or advertising purposes of any third-party. 
 

4. Procedures for the Maintenance and Security of Confidential Information  

a. While in the possession, custody, or control of RECIPIENT, all Confidential Information shall be stored 
in a secure environment with access limited to the least number of staff needed to complete the Purpose.  
In particular, maintenance of the Confidential Inform
following requirements: 

(i) Personally identifiable data entered into the App will be maintained on servers operated by 
RECIPIENT and will be accessed only aff for purposes of database 
administration and HelpDesk support for App users.  

(ii) Specifically designated SCHOOL SYSTEM administrative staff will have access to personally 
identifiable information obtained from the App via a SCHOOL SYSTEM dashboard. 

(iii) De-identified data from the app will also be maintained on servers operated by RECIPIENT.  De-
s statisticians for the purpose of the scientific 

analysis described in the Purpose listed above.   

b. RECIPIENT shall develop, implement, maintain, and use appropriate administrative, technical, and 
physical security measures to preserve the confidentiality, integrity, and availability of all electronically 
maintained or transmitted Confidential Information. Such measures shall include processes for 
transmission and storage of such data.  

c. RECIPIENT agrees that it will protect the Confidential Information against loss, destruction, and 
unauthorized uses or disclosures according to industry best practices and no less rigorously than it protects 
its own confidential information.  RECIPIENT agrees to handle any and all Confidential Information using 
appropriate access control and security, including password-protection and encryption in transport and 
electronic storage, and periodic auditing of data at rest.  Student data information subject to FERPA shall 
not be emailed in plain text or used for marketing campaigns. RECIPIENT will conduct periodic risk 
assessments and remediate any identified security vulnerabilities in a timely manner.  

d. RECIPIENT will maintain an access log delineating the date, time, and identity of any person or entity 
given access to any Confidential Information student records who is not in the direct employ of 
RECIPIENT.  No such access shall be granted except in strict compliance with the terms and conditions 
of this Agreement and applicable law. 

 
5. Unauthorized Use or Disclosure. In the event of any unauthorized use or disclosure, RECIPIENT shall 

immediately report the incident to SCHOOL SYSTEM and shall provide such other information related to the 
unauthorized use or disclosure that may be reasonably requested by SCHOOL SYSTEM, including but not 
limited to: 

(i) The nature of the unauthorized use or disclosure,  
(ii) The data used or disclosed, 
(iii) Who made the unauthorized use or received the unauthorized disclosure,  
(iv) What RECIPIENT has done or shall do to mitigate the effects of the unauthorized use or disclosure, and 
(v) What corrective action RECIPIENT has taken or shall take to prevent future similar unauthorized use or 

disclosure. 
 

 SCHOOL SYSTEM also may require that RECIPIENT provide a written notice of the breach or disclosure, as 
well as a description of the corrective actions taken, to any SCHOOL SYSTEM student, parent, or employee 
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directly impacted by the breach or disclosure.  Any such notice shall be subject to review and approval by 
SCHOOL SYSTEM. 

 
6. Future Research.  RECIPIENT may use the Confidential Information for research purposes only as 

specifically authorized and consented to in advance in writing by SCHOOL SYSTEM.  RECIPIENT will not 
release any research or publications pertaining to

be unreasonably denied.  The parties agree that 
users of the App who have agreed to be contacted by RECIPIENT about participation in further research studies 
will be contacted via their preferred contact mechanism (email, call or text) regarding participation in studies 
for which they may qualify.  RECIPIENT agrees that any further research studies involving personally 
identifiable information will have independent inclusion and exclusion criteria and will require a separate 
informed consent process by each parent or eligible student (18 years or older).  RECIPIENT certifies that any 
information collected by students or parents for further research purposes will be done pursuant to any required 
parental/eligible student informed consent process and with IRB approval, as applicable.  
 
The parties understand and agree that future collaborative research may include analyses of App utilization data 
(e.g. aggregate downloads of the app and survey completion), de-identified participant-collected data, school 
or district-data (e.g., de-identified aggregate academic achievement, disease prevention and transmission). 
 

7. Period of Confidentiality entiality with respect to Confidential 
Information shall continue in full force and effect for so long as RECIPIENT has possession, custody, or control 
of any of the Confidential Information or until RECIPIENT returns or destroys the Information pursuant to 
Section 9 below. 

 
8. No Additional Use udent data information solely for the 

Purpose and shall not be entitled to make any other use.  No license or additional rights are provided to either 
party under any patent applications, copyrights, trade secrets, or other proprietary rights of the other party. 
 

9. Term, Termination, and Post Termination. 
 

a. This Agreement takes effect upon the Effective Date and shall continue in full force and effect for so long 
as RECIPIENT has possession, custody, or control of any of the Confidential Information.  

b. SCHOOL SYSTEM may terminate this Agreement at any time at its complete discretion upon thirty (30) 

c. Upon completion of the Purpose or termination of this Agreement, RECIPIENT shall return all Confidential 
Information to SCHOOL SYSTEM, or at SCHOOL 
Information and provide SCHOOL SYSTEM with written certification of such destruction in accordance 
with the requirements of FERPA.  This Agreement shall terminate upon the return or destruction of the 
Confidential Information; provided, however, that the obligations of confidentiality set forth herein shall 
continue as set forth in Article 8 above.  No other entity, including any subcontractors of RECIPIENT, shall 
be authorized to continue possessing or using any Confidential Information following termination.  Any 
student data information remaining on any computers, servers, or other technological devices of 
RECIPIENT or its employees, agents, or subcontractors, shall be permanently deleted at the time of 
termination.   
 

d. RECIPIENT agrees that all Confidential Information shall be either returned to SCHOOL SYSTEM or 
destroyed within five (5) years from the Effective Date, unless RECIPIENT receives written consent from 
the SCHOOL SYSTEM to continue maintaining the Confidential Information for an additional specified 
period of time.   
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10. Indemnification.  RECIPIENT shall indemnify, defend and hold harmless SCHOOL SYSTEM and its past, 
current and future members, agents, and employees from and against all claims, actions, demands, costs, 
damages, losses, and/or expenses, including reasonabl
government and non-government), ar negligence, willful misconduct or 
breach of this Agreement. This section shall survive the expiration or earlier termination of this Agreement. 

 
11. Governing Law.  This Security Agreement and the rights and obligations of the parties hereto shall be governed 

by and construed and enforced in accordance with the laws of the State of North Carolina.  
 
12. No Assignment.  This Agreement may not be assigned by either party without the prior written consent of the 

other. 
 
13. Entire Agreement.  This Agreement represents the entire understanding between the parties, and supersedes 

all other agreements, express or implied, between the parties as to its subject matter. Any alteration, 
modification, or amendment to this Agreement must be in writing and signed by authorized representatives of 
each party. 

 
14. Notices.  Any notice or other communication provided for herein as given to a party hereto shall be in writing, 

shall refer to this Agreement by parties and date, and shall be delivered by registered mail, return receipt 
required, postage prepaid to the person listed below or his/her successor.  Where feasible, a courtesy copy of 
the notice shall also be provided by electronic mail.   

  
If to:   RECIPIENT     With a copy to: 
 Office of Research Contracts   Duke Clinical Research Institute 
 2200 W. Main Street, Suite 900   200 Morris Street 
 Durham, NC 27705    Durham, NC 27701 
 Attention:  Director    Attention: Helen Bristow 
       Email: hbristow@duke.edu 
If to:  SCHOOL SYSTEM 

  Brad McMillen 
Data Research and Accountability Department  
110 Corning Road 
Cary, NC 27518 
Phone: 919-533-7136  
Email: bmcmillen@wcpss.net 

 
IN WITNESS WHEREOF, the parties have signed or caused this Agreement to be signed as of the dates indicated 
below. 

DUKE UNIVERSITY                  WAKE COUNTY BOARD OF EDUCATION 
          
  
By:             By:        

Name: Susan E. Hayden, J.D.            Name and Title:  Keith Sutton, Board Chair 

Title: Director, Research Program Collaborations Date signed: ______________________          
         Office of Research Contracts    

Date signed:        

       By: ______________________________ 

       Name and Title: Cathy Q. Moore, Superintendent 

       Date signed: _______________________                 


















